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The use of social media, messaging and collaboration apps 

has become an integral part of our daily lives, but these 

platforms provide significant threats when introduced to 

an enterprise environment. How are today’s organizations 

balancing the need for business security with business 

communication, and maintaining control of this expanding 

threat surface?

These are some of the questions answered by the Social Media, Messaging and 

Collaboration Apps: Managing the Risks survey sponsored by SafeGuard Cyber. Among the 

results:

• Over 80 percent of respondents say social media, messaging and collaboration apps 

present a medium to high risk to their organization.

• Only 20 percent of participants feel fully confident their organization is effectively 

mitigating digital risk.

• The No. 1 security concern is cyber threats, followed by brand and reputational risk. 

Aimed at quantifying the security threat of social and productivity apps in the workplace, the 

study draws upon responses from more than 200 participants to determine:

• Which departments own digital risk management in today’s organizations;

• What communications and collaboration tools are most prevalent today;

• Where the greatest application and collaboration tools risk is deemed to be. 

A full overview of the results is on the pages that follow.

Read on for full survey results, as well as expert analysis of how to put this information to use.

Best,

Tom Field 

Senior Vice President, Editorial 

Information Security Media Group 

tfield@ismg.io

Tom Field 
Senior Vice President, Editorial

2Managing Digital Risks: Social Media, Messaging, and Collaboration Apps



Table of Contents

SafeGuard Cyber is a Charlottesville, Virginia-based company that offers a 

cloud-based platform to detect, prevent, and defend against cyber threats and 

compliance vulnerabilities in social media and digital channels. Capabilities 

include cyber defense against data loss, insider threats, brand damage, VIP 

exposure and real-time compliance protection. The company's platform covers 

more than 50 social media and digital channels, including the deep and dark 

web. Customers and partners include Johnson & Johnson, McAfee and other 

leading brands across 18 industries, 25 countries and over 50 languages.

This survey, conducted online in the spring of 2019, generated more 

than 200 responses from organizations around the globe in various 

business sectors, including retail, automotive, pharma/biotech, 

healthcare, finance, communications, and others. Sixty nine percent of 

participants were director level or above, and the majority of enterprises 

had 5,000 or more employees. 

About SafeGuard Cyber:

Introduction  .................................................................................... 2

By the Numbers  ..............................................................................4

Survey Results

App Policy Management ................................................................. 5

App Use and Perceived Risk ............................................................7

Risk Mitigation .................................................................................11 

Conclusions .....................................................................................14

Expert Analysis

Otavio Freire, SafeGuard Cyber .....................................................15 

3Managing Digital Risks: Social Media, Messaging, and Collaboration Apps



By the Numbers

18+82

84+16
20+80

68+32

By the Numbers

Some statistics that jump out from this study:

18%
of respondents are not confident that they are 
effectively mitigating the risks posed by the use of 
social media, messaging and collaboration apps.

68%
believe that risk mitigation for third-party apps is  
very important.

84%
say the use of social media, mobile messaging or 
collaboration apps presents a medium or high risk  
to their organization.

20%
of respondents are fully confident in their ability to mitigate 
the risks posed by third-party apps.
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App Policy Management 

In this opening section of the report, the goal is to gauge where organizations 

stand today in terms of policies in place for managing the use of messaging, 

social media, and collaborative apps in the workplace. Key statistics gathered 

from the respondents:

• 83% of organizations have a policy in place for employees using third-party social media, mobile chat, and 

collaboration apps.

• 65% provide written guidance on the potential risks of using third-party apps in a business context.

• 36% indicate that the information security team institutes this policy.

Continue reading for a clearer picture of how respondent organizations currently approach app usage policy.

Does your organization have a policy in place for employees using third-party social media, mobile chat, 
and collaboration apps for work-related matters (ie: Facebook, Twitter, WhatsApp, Slack, Google Docs, 
Dropbox, or other similar apps)?

A large majority of respondents state that their organization has an existing policy in place for use of third-party apps, 

with 8 percent planning to have something in place within the next 12 months. Less reassuring: some 9 percent either 

have no policy in place or don’t know if such a policy exists.

0 20 40 60 80 100

I’m not sure.

No, but we plan to institute a policy
within the next 12 months.

No, but we plan to institute a policy
within the next 6 months.

No, and we have no current
plans to institute such a policy.

Yes, we currently have
a policy in place. 83%

2%

3%

5%

7%

SuRvEy RESuLTS
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Survey Results

If you have a policy in place, what form does this take? 

Written guidance or rules are the preferred means of articulating policy around third-party app use. This may be 

insufficient, because employees may not read and then adhere to written guidelines. More effective may be verbal 

guidance or in-person training, as provided by 35 percent of organizations.

Which department institutes this policy?

Third-party app policies are driven primarily by information security and IT departments. Marketing generally  

does not play a role.

0 10 20 30 40 50 60 70 80

Other

A rule that no personal devices are to
be used for a business matter

A process for requesting a new app
be added to the approved list

Verbal guidance, or in-person training, on the potential
risks of using third-party apps in a business context

A list of approved apps that employees have
permission to use for business matters

Written rules on using third-party
apps in a business context

Written guidance on the potential risks of using
third-party apps in a business context

17%

20%

31%

35%

36%

53%

65%
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I don’t know

Other

Marketing
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IT

Information Security 36%

24%

6%

20%

11%

3%
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Survey Results

App Use and Perceived Risk

In this section of the report, we explore specific social media, messaging, and 

collaboration apps and their perceived risk profiles, along with the type of 

threats they can deliver. Key statistics gathered from the respondents:

• Facebook was perceived as highest risk to the enterprise, with 32 percent or more of respondents considering it to 

be high risk.

• Some 52 percent of respondents stated that information security teams were responsible for digital risk management 

in the enterprise. 

Read on for a clearer picture of how respondent organizations perceive specific social media, messaging and 

collaboration apps as security risks.

On a 1-6 scale (1 being low risk, 5 being high risk, 6 being “not applicable”), please rate the perceived 
information security risk for your organization stemming from employee usage of the following:

Apps perceived to be the highest risk in the workplace belong to the Facebook family. Also considered risky are 

Facebook Messenger (25 percent), Instagram (24 percent) and WhatsApp (22 percent). Clearly, enterprise businesses 

have a trust issue with Facebook. 

0 20 40 60 80 100

6 (N/A)5 (High)4 (More)3 (Moderate)2 (Some)1 (Low)

Telegram

Facebook Messenger

WeChat

WhatsApp

Skype (personal account)

Slack

Instagram

YouTube

Twitter

LinkedIn

Facebook
9% 12% 24% 16% 32% 7%

17% 26% 22% 18% 13% 4%

8% 19% 22% 21% 24% 6%

14% 24% 17% 22% 16% 7%

15% 19% 14% 17% 24% 11%

9% 18% 14% 12% 13% 34%

16% 17% 17% 13% 20% 17%

7% 17% 10% 17% 22% 27%

8% 12% 11% 9% 21% 39%

8% 17% 15% 20% 25% 15%

9% 14% 6% 8% 12% 51%
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Survey Results

Which of the following enterprise apps that your organization uses are accessible on employee personal 
devices? 

Reflecting the high adoption rates of Microsoft products in the workplace, the enterprise apps that are most commonly 

available for use on personal devices are Office 365, Sharepoint, Skype for Business, and Microsoft Teams. Among the 

other enterprise apps in widespread use on personal devices are Salesforce and Google Docs.

0 10 20 30 40 50 60 70 80

SmartphoneLaptop

Slack

Box

Grapevine6

Hootsuite

Sprinklr

Microsoft Teams

Google Docs

Workplace for Facebook

Salesforce Community Cloud

IBM Connections

Veeva CRM

Skype for Business

Dropbox

Sharepoint

O�ce 365

Salesforce
35%

23%

72%

58%

75%

36%

19%

27%

23%

18%

7%

16%

7%

8%

8%

3%

1%

1%

1%

1%

7%

4%

1%
1%

65%

46%

32%

35%

30%

50%

15%

8%
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Survey Results

What level of risk do you think that the use of social media, mobile messaging, or collaboration apps 
presents to your organization?

Eighty-four percent of respondents consider third-party apps as medium or high risk. With such a consensus on the 

level of risk presented by messaging, social media and collaboration software, it seems paradoxical that 17 percent of 

organizations have no policy in place for third-party app use. 

Which department is responsible for “digital risk management” in your organization?

Digital risk management is most commonly handled by the information security or IT department, which aligns with 

previous findings regarding which departments are responsible for app use policy.

0 10 20 30 40 50 60

Not applicable to our organization

High risk

Medium risk

Low risk

None 1%

3%

29%

55%

12%
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Survey Results

Which of the following risks are heightened by the use of social media, messaging, or collaboration 
apps?

Among the risks most heightened by the use of social media, messaging or collaboration apps, cyber threats rank as 

rank as No. 1, followed by brand and reputation risk, data privacy risk, data loss, and legal exposure or litigation risk.

Among the risks most heightened by the use 
of social media, messaging, or collaboration 
apps, cyber threats rank No. 1.

0 20 40 60 80 100

None of the above

Other

VIP exposure

Regulatory compliance risk

Insider threats

Legal exposure or litigation risk

Data loss

Data privacy risk

Brand and reputation risk

Cyber threats (e.g., phishing,
social engineering, etc.) 82%

71%

71%

67%

65%

55%

55%

42%

2%

2%
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Survey Results

Risk Mitigation

In this section of the report, we explore how confident organizations are about mitigating the risks presented by third-

party apps in the workplace. Key statistics gathered from the respondents:

• 18% were not confident that their organizations are effectively mitigating risk from third party apps.

• 9% say their organizations would allow employees to use third-party social media, messaging, or collaboration apps 

for business purposes.  

Read on to learn more about how confident respondent organizations are about mitigating risks presented by third-party 

apps.

How confident are you that your organization is effectively mitigating the risks that the use of social 
media, messaging and collaboration apps present to your organization? 

Most respondents are somewhat or fully confident in their ability to mitigate the risks posed by third-party apps, but 

almost a fifth of respondents are either not confident or believe that this risk is not applicable.

0 10 20 30 40 50 60 70 80

Not applicable to our organization

Not confident

Somewhat confident

Fully confident 20%

61%

18%

1%
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Survey Results

How important is it to you that your organization effectively mitigates the risks that the use of social 
media, messaging and collaboration apps present to your organization? 

There is a clear understanding of the importance of mitigating third-party app risk. Some 95 percent of respondents 

consider this risk mitigation to be very important or somewhat important. 

If an employee asked to use a new messaging / social media / collaboration app on a personal device  
for business matters what would be your organization’s response? 

While the risk posed by third-party apps is clearly understood, it would appear that implementation of policy is less 

stringent. Nine percent of respondents believe their organization would allow use of new third-party apps, and 7 percent 

do not know what the organization’s response would be. 

0 10 20 30 40 50 60 70 80

N/A

Not important

Somewhat important

Very important 68%

27%

4%

1%

0 10 20 30 40 50

I don’t know

Speak with the IT department and
use it only with permission

No, do not use the app,
you can only use approved app

Yes, use the app but tell us
if anything unusual occurs

Yes, use the app 3%

7%

44%

40%

6%
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Survey Results

If an employee came to you with a request to use a new messaging / social media / collaboration app 
on a personal device for business, arguing that it was essential to use it because that is the only way a 
client communicates, what would be your response? 

Organizations are also susceptible to pressure from employees to allow use of third-party apps on personal devices for 

business purposes. Some 14 percent of respondents say their organization would allow the use of a messaging, social 

media, or collaboration app on a personal device if the employee made a good argument that the use was essential.

Organizations are also susceptible to 
pressure from employees to allow use  
of third-party apps on personal devices 
for business purposes.

0 10 20 30 40 50 60

I don’t know

Speak with the IT department and
use it only with permission

No, do not use the app,
you can only use approved apps

Yes, use the app but tell us
if anything unusual occurs

Yes, use the app 3%

7%

52%

27%

11%
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Conclusions

Conclusions

The next sections of the report offer conclusions based on the findings, as 

well as an in-depth analysis by SafeGuard Cyber's CTO Otavio Freire on the 

implications for organizations’ third-party app risk management strategies. 

Reflecting on the survey results, three clear conclusions emerge:

Mixed Messages 

There is a disconnect between the potential damage that can be inflicted by third-party messaging, social media 

and collaboration apps in the workplace, and the actions to proactively mitigate such threats. Ninety-five percent of 

respondents consider risk mitigation very or somewhat important. However, prevention of use is typically in the form 

of written policy – which is a static and somewhat passive approach. Just 35 percent of respondents state that their 

organization provides verbal guidance or in-person training. Given the perceived level of threat, organizations should 

take a more dynamic, proactive approach in locking down third-party app use.

False Sense of Security

There is a naiveté in the perception of which apps are secure and which are not – the Facebook suite of apps are seen 

as bad, while the Microsoft suite of apps are seen as good. This binary approach may be based more on hunches and 

media coverage rather than empirical data, leaving organizations wide open to exploits across the plethora of other 

third-party messaging, social media, and collaboration apps permeating the enterprise.

App Security Is Business Security

Security professionals understand that app security is not purely an IT risk; it’s also a business risk. Brand and 

reputational risk, legal exposure/litigation risk and regulatory compliance risk were all rated as significant by 

respondents, marking a clear understanding of the damage that can be inflicted to the overall reputation and value of 

an organization. Although security professionals understand the existential risk that third-party apps pose, the challenge 

will be articulating this to the entire enterprise to ensure buy-in and adherence to third-party application security 

policies.

Security professionals understand that 
app security is not purely an IT risk; it’s 
also a business risk.
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NOTE: In preparation of this report, ISMG’s Nick Holland 

interviewed Otavio Freire of survey sponsor SafeGuard Cyber, 

to discuss the results and what they mean for organizations. 

This is an excerpt of that conversation.

Digital Risks

NICK HOLLAND: Otavio, what are your initial reactions to the 

survey results? What really stands out to you?

OTAvIO FREIRE: Well, it was really interesting to see just how 

modern CISOs are thinking about digital risks. For example, 

information security is the department that most commonly 

institutes policies, as opposed to marketing, although they 

(social media and messaging apps) are thought of as marketing 

tools. In reality, now we’re seeing the transition that we thought 

would happen, where 36 percent really believe that it’s an 

information security challenge.

Our observation is that this gap, where it is transitioning to 

information technology from marketing – although it’s all things 

brand – just highlights that more and more cybersecurity is 

being seen as everybody’s responsibility. The employees have 

to worry about cybersecurity; it’s not the exclusive domain of the 

CISO. Which is, as we see it, a positive outcome.

Second, 44 percent of employees are told to speak with the IT 

department when they want a new app. That’s good, because 

it allows the security team and IT to exert some control. But in 

reality, it is very, very weak control … if you don’t have any way 

to enforce those rules. 

It’s important to empower employees to use technologies and 

jump on these in an efficient way. So it’s really important that 

that they can adopt the technologies quickly, when needed, at 

the time they need them, but at the same time automatically 

security is enforced. 

Surprises

HOLLAND: Otavio, what surprises you from the survey results?

FREIRE: Regarding the perceived information security risk from 

digital and social channels, we were happy to see that in the 

survey, CISOs and security teams are now realizing those risks 

are true. This is something that we’ve been in the market saying 

for a while. Maybe we were ahead of the market, but we feel like 

the market is catching up.

Managing Social Media, Messaging  
and Collaboration App Risks

Insights from Otavio Freire of SafeGuard Cyber

Otavio Freire

“It’s really important that 
employees can adopt 
technologies quickly, when 
needed, at the time they 
need them, but at the same 
time automatically security 
is enforced.”

SuRvEy ANALySIS

15Managing Digital Risks: Social Media, Messaging, and Collaboration Apps



Survey Analysis

We also were surprised that 17 percent of respondents 

perceived LinkedIn as low risk when, during the same time, 

we’ve been able, with our partners, to map well-known attacks. 

Operation Sharpshooter, for example, was responsible for the 

breach of 87 companies. LinkedIn was part of that attack, where 

social engineering took place. I guess we have some work to 

do to educate the market that LinkedIn is a touchpoint with 

customers, with partners. But also, because folks use it to shout 

out to the world their strengths and weaknesses, it’s also rich for 

social engineering. So we’ll continue to work on that. 

Finally, it also surprised us that if you don’t perceive a collection 

of channels as high risk together, you’re missing how bad actors 

operate. If you grade one more risky than the other by a lot, 

it’s just not understanding how it works. Because attackers will 

gravitate toward the ones that don’t have protection. 

Mitigating Risks

HOLLAND: Some 18 percent of organizations say they’re not 

confident that they’re efficiently and effectively mitigating the 

risks that come with the use of social media. Does this number 

strike you as particularly low?  

FREIRE: It does. It’s extremely low. … We are observing the 

attacks, and we try to make sure that folks understand how 

they’re taking place. Ironically, this is one of those numbers 

where, if you ask someone who’s been breached, it’s 100 

percent. I think this is a problem in cybersecurity in general 

– you can’t wait until you’re breached to understand where 

your risks are. So you have to rely on data attacks on other 

organizations like yours to understand the risk to better prepare 

you to understand where the future risks are coming from. 

There’s a misperception of the risks in the channels. As we saw 

in the first result, it’s the confusion also about responsibility. The 

more this migrates, which is one of the trends in these reports, to 

a cybersecurity and information technology protection schema, it 

will become more clear what is taking place. 

Providing Guidance

HOLLAND: Most organizations tell us that they provide written 

guidance on the potential risks of using third-party apps in a 

business context. Or else they have written rules on using third-

party apps. From your perspective, what more should they be 

doing?  

FREIRE: I think that it is an area where there’s a lot of offense, 

not a lot of defense. Written rules are great, but the volume and 

the challenges are so tremendous that you do need to write a 

policy, but you need to enforce it with technology. Awareness 

training teaches employees not to click on unfamiliar links in 

email, but those risks are often protected with real technology. 

As a failsafe, in these social and digital channels that is not the 

case, and certainly the platforms have shown that they’re not 

very good at it. So it is important to use additional technology. 

The trend is clear: More companies are moving critical front 

office and back office business processes to social and digital 

channels. Just this year, we had a Fortune 500 company 

combine Slack for communications and SharePoint for file 

sharing. These channels are outside their standard network 

technology and their standard network architecture. Some 

organizations just need solutions that provide usability and give 

their security compliance teams the power to take action quickly 

to mediate these new and upcoming threats.

Articulating Risk

HOLLAND: Otavio, cyber threats, data privacy risks, brand and 

reputational risks are all considered to be risks most heightened 

by the use of social media, messaging, and collaboration apps. 

What do you recommend as best practices for articulating this 

risk to employees?  

FREIRE: There can never be enough training, of course. 

Cybersecurity training is the bedrock of every program, and we 

certainly encourage it to be done with the use of technology. 

It does come back to technology. These apps have spread the 

attack surface for organizations far and wide. Employees are 

at risk whether they’re on company Wi-Fi, or at home on their 

personal Instagram account. CISOs need to understand that 

reality: Just protecting inside the company’s four walls is not 

sufficient when the technology has left the four walls. 

We tell our clients that to protect your workforce, to secure your 

enterprise, as a starting point that can mean new technology is 

needed. But it can also mean creating regular communication 

between security teams and other parts of the business as they 

choose and adopt these technologies is paramount. 

So, for example, we find that security teams are not aware of 

how the sales team is incentivized. It seems trivial, but it really 

has implications for how the sales staff uses new technology, 

such as WhatsApp. Unless you understand that incentive, 

how can you understand what’s the right stance to protect 

WhatsApp?

We find people gravitate to technology that helps them to do 

their job better very naturally and … without safeguards. They 

will chose what’s best to do the job, as we want them to. So 

security teams need to be on the ground, learning what the tech 

is that they need rather than trying to impose from the top down 

and being the “no man” or “no woman” to technology. 
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Survey Analysis

SafeGuard Cyber’s Role

HOLLAND: Otavio, talk to me some more about SafeGuard 

Cyber. What are you doing to help organizations mitigate risks 

from social media, or collaboration apps? 

FREIRE: Today, again, there’s a lot of offense and very little 

defense. So a platform really allows that protection for this 

new world. These technologies are all novel and new; they 

are modern technologies and they need a modern security 

approach. Our platform really provides that. 

The scale is tremendous. The organizations can have 300,000 

employees on five channels, and all of a sudden, you have a 

million and a half accounts to protect. You cannot do it without 

technology. These new technologies are all unfolding in a blink 

of an eye, and you need real-time protection and alerts, but 

most importantly, action. What is it you do when there is data 

loss in a channel? Can you immediately prevent it? Can you 

stop exfiltration that is needed? There is no human, or army of 

humans, that could possibly monitor and be that efficient that 

fast.

A theme that we saw through the report is that employees want 

to protect themselves. We offer a solution there – self-protection 

through an app that we call SafeGuard Me is critical. Now the 

employees understand who the bad actors are, what links in 

social media are problematic and who’s following them. 

Also, we take a broad view of what we call digital. It is about the 

social web, but it’s also about the internet and the dark web, and 

the deep web. Ultimately, employees need to be notified when 

there is a risk to them and the corporation needs to understand 

what its risks are, and that’s also a big portion of what our 

technology can do. 

Applying the Findings

HOLLAND: Final question for you. We’ve given our audience 

quite a lot to think about with these survey results and the 

analysis. How do you recommend they take all this information 

and put it to work in their own organizations?

FREIRE: The first step is to understand your use of social and 

digital technologies. What we’ve found with our own interviews 

with CISOs is that they don’t really understand their footprint. So 

mapping the footprint and the usage is a first step.

Then, with that understanding, challenge the security team and 

ask, “Well, now that you understand your surface, what is your 

digital risk plan?” Have them articulate it and put it down on 

paper.

Then, last but not least, challenge the security team to 

understand from the employees what they would like to use 

in terms of digital channels. What are their processes so they 

can do their job better?  We often find that organizations vastly 

underestimate the number of channels being used and what the 

employees would truly like to use. So they need to have a plan 

for rollout and for protection. n

“We often find that 
organizations vastly 
underestimate the number 
of channels being used 
and what the employees 
would truly like to use. So 
they need to have a plan for 
rollout and for protection”
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